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(57) ABSTRACT 

In a spanning tree-based computer network having a plu- 
rality of switches, a spanning tree can be generated and/or 
recovered by identifying a network core, determining a 
distance to the network core for each switch in the network, 
and generating and/or recovering a spanning tree for the 
network based on the switches' relative distances to the 
network core. 
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SPANNING TREE RECOVERY IN 
COMPUTER NETWORKS 

Priority based on United States provisional patent appli- 
cation Ser. No. 60/098,085, filed on Aug. 27, 1998, is 
claimed. 

BACKGROUND 

This invention relates to recovering spanning trees in 
computer networks. 

A computer network is two or more autonomous com- 
puters (or "end-stations") interconnected by communication 
links to facilitate the exchange of information. A Local Area 
Network (LAN) is a network typically implemented within 
a relatively small geographical area, such as with a factory 
or college campus. As a practical matter, each LAN has a 
maximum number of end-stations that it can support. If the 
practical upper limit of end-stations is approached or 
exceeded, network performance falls off dramatically. 
Accordingly, to enable virtually any number of end-stations 
to communicate with one another over a network, multiple 
LANs can be connected to each other with bridges 
(equivalently, gateways or switches). 

FIG. 1 shows an example of a structure — referred to as an 
"extended LAN" or, equivalently, a "bridged, multiple seg- 
ment LAN" — that results from interconnecting LANs. In 
this example, nine individual LANs (numbered 1-9) are 
interconnected by ten bridges (lettered A-J). As a result of 
the bridge interconnections, an end-station on LAN 9, for 
example, can communicate with end-stations on any of the 
other eight LANs by routing messages (e.g., communication 
packets or "frames") as appropriate through one or more of 
the Bridges A-J. Each bridge that receives a frame forwards 
it on to the other bridges as appropriate to deliver the 
message to its intended recipient. 

Two basic bridging architectures exist for interconnecting 
LANs: "source routing" and "transparent bridging." A third 
bridging architecture — source routing transparent 
bridging — is a hybrid of the other two. Source routing 
transparent bridging is described in ANSI/IEEE Std. 
802. ID, 1993 Edition, which is incorporated by reference. 

In the source routing architecture, the specific route that 
a frame is to take through the network — that is, from the 
"source" end-station to the "destination" end-station — is 
carried within the frame itself. The routing information in a 
source routing frame must specify each step along the way 
from the source end-station to the destination end-station. 
Accordingly, prior to sending a frame, the sending end- 
station must have knowledge of the network topology so that 
a specific "source route" can be specified in the frame to be 
sent. This knowledge of the network topology is obtained by 
sending a preliminary frame known as an "explorer frame," 
which propagates through the network and gathers informa- 
tion about each network bridge and LAN through which it 
passes. A detailed description of the source routing archi- 
tecture and related protocols is set forth in IEEE standards 
such as IEEE 802.1 and IEEE 802.5. 

In the transparent bridging architecture, in contrast, rout- 
ing information for a frame is not carried within the framp 
and thus need not be known to, or specified by, the source 
end -station prior to sending a frame. Rather, routing is 
determined by the destination address of a frame (i.e., the 
network address of the destination end-station) and by 
routing tables maintained at each bridge in the network. In 
particular, each bridge maintains a table that can include the 
identity of all potential destinations (end -stations) in the 
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network. For each potential destination, a bridge's routing 
table identifies an associated "destination LAN" — that is, a 
particular one of the various LANs connected to the bridge 
that leads to, either directly or indirectly, the specified 

5 destination end -station. 

When a bridge receives an incoming frame from one of its 
connected LANs (referred to as the "source LAN"), the 
bridge inspects the destination address in the frame and 
forwards the frame on to the destination LAN specified in 

1Q the routing table. If, however, the destination LAN is the 
same as the source LAN, then the frame is discarded. On the 
other hand, if the destination address specified in the frame 
is unknown (i.e., not listed in the bridge's routing table), 
then the bridge forwards the frame on to all LANs to which 
it is connected (except for the source LAN) — a process 

15 known as "flooding." 

A potential consequence of flooding is that ^if, eacIP > 
physical' poTrin^ach bridge"in~lhe net worOTallowed to ^ j 
transmit and receive trames, innnite loops are likely to 
result, conse quently, frames will oe cycled through the 
net work perpetually and eventually wiU^log~me~lieWo^ ^ > 

■«-UJlle.n Humitr^ flrv-nmuUlg r „.. J 

Tib prevent such infinite loop s, a concept known as a 
"spanning tree" is employed. In a spaDimng'tree , a loop-free^ r 

^ toc ology is realized by selectively designating physicH ports^ 
pnthe bridges as either "blocMn^ or "forWding." "For- J 
/ warding" ports on a bridge are allowed tn p ass frames while > 
"b locking" ports are prohibited from passing frames on to: — - 
f he_LAN connected to the blocked port. } ~ ' 

30 FIG. 2 shows an example of a spanning tree that could be 
used for the network k of FIG. 1. The solid lines between 
Bridges A-J represent connections between bridge ports that 
are in forwarding states. These connections form part of the 
spanning tree for the network. The dotted lines, in contrast, 

35 represent connection between bridge ports that are in a 
blocking state and thus which are not part of the spanning 
tree for the network. 

As an example of spanning tree routing, assume a frame 
originates at source LAN 8 and is bound for destination 

40 LAN 6. Such a frame would be routed according to the 
spanning tree in FIG. 2 as follows: LAN 8 to Bridge H to 
LAN 5 to Bridge D to LAN 2 to Bridge B to LAN 3 to 
Bridge E to LAN 6. Note that the otherwise shorter (lower 
cost) path through Bridge G is unavailable because Bridge 

45 G is not part of the spanning tree. Although in some 
situations, as in this example, the use of a spanning tree 
results in a longer path from source to destination, it 
nevertheless ensures a loop-free topology with connectivity 
between each end-station. 

50 When a network is first installed, the spanning tree needs 
to be generated in the first instance. To do so, first the bridges 
have to choose one bridge that will serve as the root of the 
tree. Typically, this is accomplished by having each bridge 
broadcast a special packet referred to as a BPDU ("Bridge 

55 Protocol Data Unit") packet. The BPDU packet includes the 
bridge's serial number — or MAC (Media Access Control) 
address — which is installed by the bridge manufacturer and 
is guaranteed to be worldwide unique. Then, the bridge 
having the lowest MAC address is chosen as the root. Next, 

60 a spanning tree is constructed from the root to every bridge 
and LAN in the network based on the least cost path between 
each LAN, with least cost being related to bandwidth. An 
algorithm for generating a spanning tree is specified in the 
IEEE 802.1D standard (1993 ed.), which is incorporated by 

65 reference. 

Under normal operating conditions, various situations 
may arise that require the re-generation of a spanning tree. 
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For example, when a network is taken down for whatever 
reason and then brought back up, the spanning" tree must be 
re-generated before useful network communications can 
occur. As another example, when a communication failure 
occurs after the spanning tree already has been generated 
(e.g., either by a bridge or a communication link failing), the 
bridges in the network typically will re-run the spanning tree 
algorithm to build a new spanning tree that reflects the 
changed network topology. During this re -generation of the 
spanning tree, which typically takes anywhere between 10 
and 50 seconds to complete, no communication between 
LAN end-stations can occur. 

SUMMARY 

Various implementations of the invention may include 
one or more of the following features. 

In general, in one aspect, a spanning tree is managed (e.g., 
generated and/or recovered) in a computer network by 
identifying a network core (e.g., a high bandwidth portion of 
the computer network), determining a distance to the net- 
work core for each switch in the network, and generating 
and/or recovering a spanning tree for the network based on 
the switches' relative distances to the network core. Prior to 
determining the switches* respective distances to the net- 
work core, the network core is identified as including one or 
more of the switches in the network. This identification can 
be based on predetermined priorities associated with 
switches in the computer network. 

In another aspect, management of the spanning tree 
includes constraining an initial formulation of the spanning 
tree such that the spanning tree is centered at the network 
core. The constraints may include choosing a switch residing 
in the network core as the spanning tree root. Constraining 
the initial spanning tree formulation also may include propa- 
gating through the network information about each switch's 
distance to the network core, for example, by broadcasting 
frames periodically. Each frame can identify the broadcast- 
ing switch and a distance-to-core value. 

In another aspect, management of the spanning tree 
includes re covering the spanning tree in response to a 
communication failure in the computer network. Such 
recovery of the spanning tree involves reconfiguring a port 
in a first switch to communicate with another switch closer 
to the network core. Reconfiguration of the first switch's 
port is achieved by changing the port from blocking to 
forwarding. As a result, recovery of the spanning tree is 
accomplished without executing a spanning tree generation 
algorithm. 

In another aspect, recovery of the spanning tree includes 
determining whether a first switch has an operational port 
for communicating with another switch closer to the net- 
work core, and, if an operational port is available, recon- 
figuring the port to communicate with the other switch. If no 
operational port is available, the spanning tree generation 
algorithm may be executed. 

In another aspect, upon detecting a spanning tree failure, 
a switch in a computer network recovers by reconfiguring a 
port to facilitate communication with another switch that is 
closer to a network core. The switch detects the spanning 
tree failure by detecting that a communication failure has 
occurred on a root port, for example, a port that provides a 
least cost path to a root of the spanning tree. Reconfiguration 
of the port may include switching a state of the port from 
blocking to forwarding. 

In another aspect, a spanning tree for a computer network 
having a plurality of switches is generated by storing in one 
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or more switches in the network a value representing a 
distance to a network core, and selecting a root for the 
spanning tree based on the stored distance-to-network-core 
values. Storage of a distance to network core value may 

s include loading the value into a priority field of a switch ID. 
Selection of the spanning tree's root may include selecting 
as the root a switch having a lowest switch ID, or a switch 
having a lowest distance -to -network-core value. The 
distance-rto-network-core information may be propagated to 
each switch in the network, for example, by broadcasting 
frames periodically, each frame identifying the broadcasting 
switch and a distance-to-core value. 

In another aspect, a network switch residing within a 
computer network includes a root port in a forwarding state 

J5 and at least one other port in a blocking state that is 
connected to another switch in the computer network. The 
root port can represent a least cost path to a root of a 
spanning tree for the computer network. The other switch in 
the network may be closer to the spanning tree's root. 

^ Computer software residing on a computer-readable 
medium accessible to the switch may include instructions to 
cause the network switch to perform various operations 
including detecting a communication failure on the root 
port, and changing the other port from the blocking state to 

^ a forwarding state to facilitate communication with the other 
switch. 

The computer software further may include instructions to 
determine whether the other switch in the network is closer 
to the spanning tree's root prior to changing the state of the 
30 other port. The computer software may include instructions 
to initiate a spanning tree generation algorithm if the other 
switch in the network is not closer to the spanning tree's 
root. 

In another aspect, a spanning tree-based computer net- 

35 work includes a plurality of switches one or more of which 
resides in a network core, and computer software residing on 
a computer-readable medium at each switch. The software 
includes instructions to cause a switch to perform various 
operations including generating, in cooperation with the 

40 other switches in the network, a spanning tree for the 
network by selecting as root one of the switches residing in 
the network core. In addition, the software includes instruc- 
tions to cause the switch to recover from a spanning failure 
by connecting to another switch in the network that is closer 

45 to the network core. 

The invention may provide one or more of the following 
advantages. By using certain spanning tree configuration 
parameters, information about each bridge's distance to the 
network's core — the portion of the network that supports the 

50 highest bandwidth — can be propagated throughout the net- 
work. As a result, each bridge in the network possesses 
sufficient knowledge of the network topology to be able 
instantaneously to reconfigure its ports as appropriate (e.g., 
from blocking to forwarding or vice versa) to create a 

55 modified, loop-free spanning tree. 

In this manner, when a communication failure occurs a 
spanning tree can be recovered quickly and easily without 
having to re-run the spanning tree algorithm. Consequently, 
network communications can continue virtually uninter- 

<so rupted even following a communication failure of the type 
that, in conventional networks, ordinarily would require the 
spanning tree algorithm to be re-run from scratch. Moreover, 
because the spanning tree algorithm need not be re-run 
necessarily for each communication failure experienced in 

65 the network, the waiting period during which end-stations 
are unable to communicate with each other essentially is 
eliminated. 
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As a consequence of requiring a system administrator to 
use certain spanning tree configuration parameters, the span- 
ning.tree_is.guaranteed to be centered at the network's core. 

In^ : axo£eroenteix.d.spaxu^g^ree, jKespe^"an3"SfiBciency-of — j£nd_the-network-perf ormance_will ^b.c lessjhah optimal? 
^c^murncuUor ^in'tHe network are enhan ced dramatically. sS ~~~~ 



u 



/chosen as the'spanning tree's root. As. a result, depending on 
^-the p articulai^etwork r topolflgy__nn^r^ ~ 
selected root may be a switch outside of th^networ k^s core" j f" 



c 



To ensure that the spanning tree's root resides within the 
network's core, the root choice m ust b e made int elligently. 
A fter a root c hoice has been^ad^a^switch "distance-to- 
core" measurements can be computed. A^sw^tch's distance 
to\jhe_networj^rorc.ma by the number of 

^^communication links that'must b1e r tl^vefsed : until'the core is 
) reached. fiTthe example~spanrjing"tree-shown"in"FIG~3, 
^swifcfies AO and BO each has a distance -to-core of zero (0) 
because, as shown, each of these switches resides in the 
_____ network core 30. In contrast, switches Al, A2, Bl and B2 

? G V 3 sh ^ J^ker is; each has a distance-to-core greater than zero because in each 

*" TnAr case one or more communication links 32, 34, 35, and/or 36 



Other advantages will become apparent from the follow- 
ing description including the drawings and the claims, 

DESCRIPTION OF DRAWINGS 

FIG. 1 shows an example of a network formed of bridges 

and LANs. , 

r - — ■ ^ 

FI G . 2 „ shows ,an_example_ of __ a ^spanning Jtree for the^ 
network'of FIG. IT ' 



network^^ 

FIG. 4 shows the format of a bridge ID field. 
FIG. 5 is a flowchart for spanning tree recovery. 

DETAILED DESCRIPTION 



20 



^n a networlfthat uses transparent brid^ng7^K^s^tches^ s 
(e.g.;, bridges or gateways) and"communication links that 
re^de^j^r^near the spanning tree's root a re statistica lly, 
likely to ha ndle more traffic than other non-root switches. At ^ 
the^samT'time, in a7h"ieTalchically™srructured"networkrthe'" 
highest capacity bandwidth is available in the network's 
core or "backbone." Accordingly, in a hierarchically struc- 
tured ne^wori^jrtjjsejsj^^ centeTingTthe > 
spanning tree at the network's core may provide significant ^ 



must be traversed before the network core 30 is reached. 

Once determined, the distance-to-core fora switch can be^. 

*f ^_ ) 

stored~in*the~switch*s ID field,-the form at of which is shown 
in FrGr4rAsshowntheTein, a swigfij p field 4 0 is formecP 
^oftwo sepafate~sub^field^pfiority"41^and MAG-address"42. 
In converitibl^~~pKictice;^^ 

unused (i.e., held the same value for every bridge in the 
network) and thus played no part in the choice of a spanning 
free's root . Rather, Reinvention networks roofctioice was"V 
(b ased entirely on thVvahie of a switch's MAC address fie ld \ \ 
427 with the lowest value being chosen as roo t. ^ ' *" 
In the distance- to -core method, in colirrasC for each 
switch within the core the network administrator loads the 



increases in the speed and efficiency with which network previously unused priority subfiel d 41 with th e switch 's 
traffic can be handled. This is because the higher volume of d istance -to-core — nam ejy,_zero. The priority sublfields fori 
network traffic passing through or nearthe^r^ys processed^ ~ 



^.foe-highest bandwidth^ resources v ^m the netwo rk. In 
contrast, if thespanning tree'sHrootwas placed outside~of the^ 35 
network's core,~the same high volume of network traffic^ 
passing through or near the root would be handled r byJowerJ 
bandwi dth reso urces, thus likely r esultin g in a bottl eneck^ 

Ari^cxample of ~a~network thaChas its spa!Triing-;tree 
centere d at the network's core i s illustrated in FIG. 3.~In ; this 40 
example, the network is formed of six interconnected 
switches AO, Al, A2, B0, Bl, and B2. The solid lines 
interconnecting the switches represent the forwarding com- 
munication links in the spanning tree. The dotted-line lines 
represent communication links that, while physical present 4S 
and potentially available for exchanging information, have 
been logically blocked as a result of running the spanning 
tree algorithm to ensure a loop-free topology. The network 
core 30 encompasses switches AO and B0, with switch BO 
serving as the root of the spanning tree in this example. 

In the spanning tree of FIG. 3, because switches AO and 
B0 are at or near the spanning tree's root, they are likely to 
receive more network traffic than the other switches. For 
example, a message sent by any of switches A0-A2 and 
destined for any of switches B1-B2 necessarily must pass 
through switch B0 as a consequence of the spanning tree 
topology. Accordingly, as noted above, choosing the root 31 
to be a switch, such as switch B0, that resides within the 
network's core 30, provides a significant improvement in 
network performance, 



/the remaining switches outside thenetwork's core are 
( loaded with a value other than zeFb. This non-zero value can 



be-either a switcli's^tu^distance-to^core^or'simply some 1. 

predetermined non-zero numbernthat-is the same for all - 

switches outside the core. , — J 

To^^rhmuniclte~dislances-to-core among the switches in 
a network, and thus implement distance- to-core-based span- 
ning tree generation, a new protocol, with an associated new 
type of frame, could be used.^F or~convenience'~of ~< 
descriptic^thisHaew"^ to as the "Helir U^ 

6*eat' J protocol ana t ne new fr ame type is referred to as r~ 
s' heartbeat" frames , Under the heartbeat protoc ol, each > 
switch broadcasts pe riodically (e.g., once every second ) a" v 
( heartbeat frame that includes tffe i dentity of the originating^ 
^sWlLCh as" well as i^distance-to-core. 

In practice, theso^called he artbeat protocol can be impl e- 
m^ted'by 'modifyirigJlle Bfruu protocol and .exchanging 
B^flu packets among the switches. A description of such an 
implementation is set tortd in detail ufAppendix A, entitled 
"Rapid Spanning Tree Recovery" and incorporated herein 
by reference. A simplification of the procedure described in 
Appendix A follows. 

After the priority subfields of the switches' respective ID 
fields have been loaded with the appropriate values (based 
on proximity to the network's core), the heartbeat protocol 
commences and the spanning tree generation algorithm is 
executed. At network initialization (or whenever the span 



50 



55 



60 ning tree generation algorithm is executed), each switchi^ 

But in conventional-network applications of the spanning"^ receives multiple heartbeat frames containin g the distances-^ 

tree algorithm (e: grras-sperifiedin~lEEElt02jT3)n^ ' to_core of its neighbors. Unlike the conventional application J 

of the root tends to be arbitrary (though, in some oTtne spanning_lree algorithm~ih"whlch potentially^any ^ 

implementations, operator configured parameters can be switch in IhTnetwork could Be chosen as the root^under the 



usecLto^provide a degree of control over. root choice)/! h^65 distance-to -core method only switches with a particular 



general, Jhe switch that happens „io_ have. the Jowest„MAC 
address^vilLke__gi^^ priority and thus will 



be jth 



priority value (e.g. ,q zero priorit y value) are'eandidates for 
the choice of root, if, as shown in FIGr37more-than-one~ 
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switch has a zero value distance-to-core, then those switches 
will have identical priority fields and the root choice nec- 
essarily is decided by which of those core switches has the 
lowest MAC address. In any event, the selected root is 
guaranteed to reside in the network core. The remainder of 
the spanning tree is built in the ordinary manner, for 
example, according to the IEEE 802. ID spanning tree 
algorithm, by identifying the least cost paths from the root 
to every switch in the network. 

After~airinitiar^ttte~down^^ 
various heartbeat frames are exchanged and reconcile d, a 
s witch havin g the lowest sw itch ID7 (i.e,., the combined 
p riority a S^ Ai jidaressj is ffigfflffjjj*!!'' *^ J C m^t ^ 
durmg'mis^selde^down period, each switch confirms^or- 
modifies its distance-to-core to reflect its actual distance-to- 
core, which may or may not have changed as a result of the 
root choice. For example, in the network of FIG. 3, the 
network administrator may have set the priority subfields of 
switches AO, and BO to zero and set all of the priority 
subfields of the remaining switches Al, Bl, A2, B2 to one. 
In that case, either AO or BO would be chosen as root. 
Assuming BO is chosen as root, the distance- to -core value of 
BO would be propagated throughout the network and each 
switch would adjust its own distance-to-core relative to the 
root. In other words, following root choice, the spanning 
tree's root and the network core are treated as being coex- 
tensive even though the root in fact represents only a subset 
of the network core. In some implementations, the root 
selection algorithm may be modified to permit more than 
two switches to be members of the network core. The 
selection of a root in a two-switch core implementation is 
further explained in Appendix A 

Continuing the example of FIG. 3, following the choice of 
switch BO as the root, switch AO would receive heartbeat 
frames from switch BO informing it of the fact that switch 
BO has a distance-to -core of zero. Switch BO then would 
increment this received distance -to-core value by one and 
store the result as its own distance -to-core. Subsequently, 
switch AO would send in a heartbeat frame its newly 
calculated distance -to-core to switch Al, which in turn 
would increment the received value, store it as a new 
distance -to-core value and pass it on to switch A2. A similar 
propagation would occur in switches B1-B2. 

As a result of the distance-to-core propagation process, 
each switch in the network knows its respective distance to 



15 



20 



25 



30 



35 



paths, etc.V In confrast.^hlTs ^te^fQrr^ 

to'switches m roughlhe^VrT6T5^roTocol c an bensed to , 

reconfigure a s witcn s ports as appropriate ( e.g., f rom block - ^ 

nig lu fuiwdiUlll^ oT Wee Versa ). Such reconfiguration £ 

a^ws-tne-network-to->cco^ 

witiioujjiayjngjoxe- 

spanning tree recovery occurs automatically (without sys- 
tem administrator intervention), dynamically (on-the-fly and 
without disturbing network traffic) and virtually instanta- 
neously. As a result, the network downtime following a 
spanning tree failure is decreased by an order of magnitude 
or more. 

An example of spanning tree recovery that would be 
performed at each switch in the network is described with 
reference to the spanning tree of FIG. 3 and the flowchart of 
FIG. 5. In this example, the switch under consideration is 
switch A2 in FIG. 3. > 

First, at step 50, switch A2 determines whether a com- 
munication failure (for example, due to a failed communi- 
cations link or receiving switch) has occurred at the switch's 
root port — that is, at the port connected to link 32. 

If a failure has occurred, switch A2 determines at step 51 
whether it has available any other ports, for example, 
redundant communication links, that are candidates for 
reconfiguration, If no such ports were available, at step 52 
the switch would send out frames to notify other switches in 
the network of a topology change and that the spanning tree 
algorithm must be re-run to generate a new spanning tree. 

But here, because switch A2 has another port available 
(i.e., the presently blocked port connected to link 33), at step 
53 the switch determines whether that port connects to a 
switch that is upstream, or, equivalent! y, to a switch that has 
a smaller distance-to-core value. Again, if no such port was 
available at step 52 the switch would send out frames to 
trigger the spanning tree algorithm. 

In this example, however, switch A2 knows, due to the 
state information obtained from heartbeat frames, that the 
switch connected to the blocked port — switch Bl — has a 
distance-to-core value (two) that is one less than switch A2's 
distance-to-core value (three). Accordingly, at step 54 switch 
A2 reconfigures the port connected to switch Bl to be in a 
forwarding state, at which point communication link 33 
becomes part of the spanning tree. Because switch A2 has 
changed its root port to one that connects to an upstream 
switch, this reconfiguration is guaranteed to recover the 



the core. In addition, tfach switch knows whichnoriLspofts"^ spanning tree's integrity and produce a topology that is 
(is its u r^t"p6Tt^"^Specu1call^tfie'root port is the port that is ' l oop-free and provides connectivity among all end-stations, 

(both in a forwardingstate and'eonne cted to sw itch having-a ^ 

/lower_distance-to-core. In FIG. 3,5the^root~port for swi tctT^ j 
(Al, for^ example, is the one connected to communication—-) 
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After the root has been identified, the spanning tree has 
been built, and the distance-to -co re information has propa- 
gated through the network, the heartbeat protocol continues 
to periodically propagate core distance information down- 
stream from the core. As a result, each switch in the network 
will have available continuously updated state information 
providing (1) the identities of the switch ports that are 
operational (i.e., physically capable of communicating infor- 
mation to another switch without regard to the blocking/ 
forwarding states), and (2) the identities of "upstream" 
switches (i.e., closer to the network core) to which the 
switch under consideration is directly connected. 

In a conventional network environment, if the spanning 
tree fails (th at is, a communication error occurs that causes 
a loss of connectivity between two or more switches in the 
network), a switch would have to re-initiate the spanning 
tree generation algorithm to build a new spanning tree from 
scratch (i.e., including root arbitration, identifying least cost 
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o Next, at step 55, switch A2 broadcasts topology change 
notification (TCN) frames towards the root to provide notice 
that a topology change has occurred. This enables each 
switch to modify its routing table to reflect the new topology. 
Typically, this modification is effected by reducing (e.g., to 
zero) the aging time for entries in the routing table such that 
stale entries are purged following lapse of the aging time, 
and the routing table is re-built with information reflective of 
the recovered, modified spanning tree. 

The techniques, methods and systems described here may 
find applicability in any computing, processing, or commu- 
nications network environment. For example, these 
techniques, methods and systems may find applicability in 
either a transparent bridging architecture or a source routing 

transparent bridging architecture. 

^The invention ["may be jnmlemented.in jiigjtal jelectronic — 
circuitry, or in computer hard ware7 firmware, software, or in 
combina tions thereof. Ap^atusTof the invention may be 
implemented in a computer~program product Jtarigibly 
embodied in a machine -readable storagcrdevice fdrexecu- — 
tion by a programmable processor;~and method steps of the—^ 
invention may be performed by a"progra?nn^ble~^rocessbr — - 
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exec uting a p rogram of instructio ns to p erform fuoctioas ofO 6. The method of claim 5 in which reconfiguration of the 
foe*inv^ port comprises changing the port from blocking to 

outpu^TIj|pa^ f J '~- 

in' oTieTor.moi^fefn^uteT programs that arc executable orTa 
programm^^sysiem-mdudifeg^ljeast one programmable^ $ 
pfoce^s^r coupled'tO/re'ceivelJata and instructions from, and } 
to transmit datf'and instruction system,^ 
and suitable input and-outpuT^evicesr Each computer pro^ 
gram^may^be-implemented^in-a^high-ldYel procedural or 
object-oriented programming language, or in assembly or 
machine language if desired; and in any case, the language 
may be a compiled or interpreted language. Suitable pro- 
cessors include, by way of example, both general and special 
purpose microprocessors. Generally, a processor will 
receive instructions and data from a read-only memory 
and/or a random access memory. Storage devices suitable 
for tangibly embodying computer program instructions and 
data include all forms of non-volatile memory, including by 
way of example semiconductor memory devices, such as 
EPROM, EEPROM, and flash memory devices; magnetic 
disks such as internal hard disks and removable disks; 
magneto-optical disks; and CD-ROM disks. Any of the 
foregoing may be supplemented by, or incorporated in, 
specially-designed ASICs (application-specific integrated 
circuits). 

Other embodiments arc within the scope of the following 
claims. 

What is claimed is: 

1. A method performed in a spanning tree-based computer 
network comprising a plurality of switches, the method 
comprising: 

determining a distance to a network core for each switch 

in the network; and 
managing a spanning tree for the network based on the 

switches' relative distances to the network core, 

wherein the network core represents a high bandwidth 

portion of the network and comprises multiple core 

switches, each of the core switches having a distance to 

network core of zero, and said managing the spanning 

tree for the network based on the switches* relative 

distances to the network core comprises: 

constraining an initial formation of the spanning tree 
such that the spanning tree is centered at the network 
core, and 

after the spanning tree is formed, periodically propa- 
gating network core distance information down- 
stream from the network core to downstream 
switches and updating the downstream switches with 
the network core distance information. 

2. The method of claim 1 in which constraining the initial 
formation of the spanning tree comprises choosing one of 
the core switches as a spanning tree root. 

3. The method of claim 1 in which periodically propa- 
gating the network core distance information downstream 
comprises broadcasting frames periodically, each frame 
identifying the broadcasting switch and a distance to net- 
work core value, and updating the downstream switches 
with the network core information comprises storing at each 
of the downstream switches information identifying one or 
more switch ports that are operational and one or more 
directly-connected upstream switches. 

4. The method of claim 1 in which managing the spanning 
tree further comprises recovering the spanning tree in 
response to a communication failure in the computer net- 
work based on the periodically propagated network core 
distance information. 

5. The method of claim 4 in which recovery of the 
spanning tree comprises reconfiguring a port in a first switch 
to communicate wiLh another switch closer to the network 
core. 
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forwarding. 

7. The method of claim 4 in which recovery of the 
spanning tree comprises: 

determining whether a first switch has an operational port 
for communicating with another switch closer to the 
network core; 

if an operational port is available, reconfiguring the port 
to communicate with the other switch closer; and 

if no operational port is available, executing a spanning 
tree generation algorithm. 

8. An article comprising a machine-readable medium 
embodying information indicative of instructions that when 
performed by one or more machines result in operations 
comprising: 

determining a distance to a network core for each of a 
plurality of switches of a spanning tree-based machine 
network; and 

managing a spanning tree for the network based on the 
switches' relative distances to the network core, 
wherein the network core represents a high bandwidth 
portion of the network and comprises multiple core 
switches, each of the core switches having a distance to 
network core of zero, and said managing the spanning 
tree for the network based on the switches' relative 
distances to the network core comprises: 
constraining an initial formation of the spanning tree 

such that the spanning tree is centered at the network 

core, and 

after the spanning tree is formed, periodically propa- 
gating network core distance information down- 
stream from the network core to downstream 
switches and updating the downstream switches with 
the network core distance information. 

9. The article of claim 8, wherein constraining the initial 
formation of the spanning tree comprises choosing one of 
the core switches as a spanning tree root. 

10. The article of claim 8, wherein periodically propagat- 
ing the network core distance information downstream com- 
prises broadcasting frames periodically, each frame identi- 
fying the broadcasting switch and a distance to network core 
value, and updating the downstream switches with the 
network core information comprises storing at each of the 
downstream switches information identifying one or more 
switch ports that arc operational and one or more directly- 
connected upstream switches. 

11. The article of claim 8, wherein managing the spanning 
tree further comprises recovering the spanning tree in 
response to a communication failure in the machine network 
based on the periodically propagated network core distance 
information. 

12. The article of claim U, wherein recovery of the 
spanning tree comprises reconfiguring a port in a first switch 
to communicate with another switch closer to the network 
core. 

13. The article of claim 12, wherein reconfiguration of the 
switch's port comprises changing the port from blocking to 
forwarding. 

14. The article of claim 11, wherein recovery of the 
spanning tree comprises: 

determining whether a first switch has an operational port 
for communicating with another switch closer to the 
network core; 

if an operational port is available, reconfiguring the port 
to communicate with the other switch closer; and 

if no operational port is available, executing a spanning 
tree generation algorithm. 
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